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OFFICE OF THE EXECUTIVE INSPECTOR GENERAL 

FOR THE ILLINOIS SECRETARY OF STATE 

SUMMARY REPORT 

OEIG Case Number: 24-0001
Date of Report: October 8, 2024

Subjects of the Investigation 

1. Buss, Lumina S., [Redacted], Computer
Production Specialist-Information
Technology

2. Collins, Skyler E., [Redacted],
Operations Associate-Driver Services

3. Hubal, Serenity J., [Redacted],
Information Systems Specialist I-
Information Technology

4. Lampe, Thomas M., [Redacted],
Operations Associate-Administrative
Hearings

5. Piland, Carly D., [Redacted],
Operations Associate-Administrative
Hearings

6. Willow, Elise D., [Redacted], Office
Operations Supervisor-Administrative
Hearings

7. Eyrie, Marzipan, [Redacted],
Operations Associate-Driver Services,
Resigned: August 16, 2024

8. [SOS Employee 1], [Redacted],
[Redacted] Resigned: [Redacted]

9. [SOS Employee 2], [Redacted],
[Redacted], Resigned: [Redacted]

This summary report is issued in compliance with 5 ILCS 430/20-50(a) of the State Officials and 
Employees Ethics Act. 

The Office of Executive Inspector General (“OEIG”) received a complaint on January 16, 2024, 
alleging that Microsoft Teams chat was being used by Lumina Buss, Serenity Hubal, and Elise 
Willow, to have inappropriate conversations, including chats sexual in nature. It was also alleged 
that Lumina Buss provided salary information from the non-public SOS database to employees in 
the Teams chat. On April 10, 2024, the OEIG received another complaint alleging that after 
Lumina Buss’s request for a stamp was denied, she created and ordered an SOS stamp using the 
State Seal for her personal use at work. That complaint was incorporated into existing case since 
Buss was already a subject of an investigation. 
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During its investigation, the OEIG also discovered that there were other active participants 
regularly involved in the Teams chats who were identified as Skylar Collins, Thomas Lampe, Carly 
Piland, Marzipan Eyrie, [SOS Employee 1], and [SOS Employee 2], which the OEIG included as 
additional subjects in this investigation. 

 
Summary of the Investigation 

 
In its investigation, the OEIG obtained and reviewed Teams messages for an approximate two- 
week period from December 18, 2023 to January 9, 2024, and completed a time analysis for the 
time the subjects spent engaging in “chats” during that time period. The OEIG also reviewed 
witness statements and interviewed [SOS Employee 3] and [SOS Employee 4]. 

 
On August 8, 2024, the OEIG interviewed subjects Lumina Buss, Thomas Lampe, Sklyar Collins, 
Carly Piland. On August 9, 2024, the OEIG interviewed subjects Marzipan Eyrie, Serenity Hubal, 
and Elise Willows all at Howlett Building located at 501 S. 2nd St., 5th floor, Springfield, IL. 

 
Each of the above-named subjects admitted to using Teams for personal communications, and 
Hubal and Lampe both apologized for having used Teams in that manner. In addition, Buss also 
admitted to having provided salary information to some of the Teams group members and to having 
ordered and used an SOS stamp with the State Seal without authorization. 

 
The OEIG did not interview [SOS Employee 1] and [SOS Employee 2] as both had resigned prior 
to the interviews. 

 
Based on the evidence gathered, the OEIG concluded that each of the subjects identified above 
violated the Illinois Secretary of State Computer Use policy 7.2 for using Teams chat for personal 
communication, and that Lumina Buss additionally violated the SOS confidentiality policy 1.7 for 
providing salary information to chat group members and the SOS Code of Conduct policy 1.1.5 
for designing and using a stamp for SOS business without authorization. 

 
The OEIG’s legal analysis is based on the Illinois State law and the Secretary of State’s Policy 
Manual. 

 
I. Background 

 
The subjects of this investigation worked in different SOS departments in Springfield, IL, and self- 
identified as members of the [Redacted] ([Redacted] and [Redacted]) community. These 
employees used Teams chat to communicate and engage in personal conversations with one 
another, and Lumina Buss provided salary information to some of the group members, which was 
beyond the scope of her duties. 

 
The OEIG reviewed Teams messages for December 19, 2023, December 29, 2023, December 30, 
2023, January 2, 2024, January 3, 2024, January 5, 2024, and January 9, 2024. 

 
II. The Investigation 

 
A. [SOS Employee 3] Interview 

 
On April 10, 2024, the OEIG spoke with [SOS Employee 3], [Redacted], regarding Lumina Buss 
having ordered and used an IL SOS stamp in lieu of using peel and stick address labels at work. 
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access to the information. Buss explained that she handles various tasks related to pay raises, 
including adding the “JCL” (Job Control Language), entering the payment amounts, and obtaining 
approval from payroll before the program runs overnight. Buss said that since she had already run 
the program, it did not seem inappropriate to her to give her colleagues their new salaries. 

c. The Illinois Secretary of State Stamp

Buss confirmed that she had purchased an SOS stamp to use on the envelopes instead of using the 
standard stickers provided by SOS. Buss stated that she had discussed the stamp with her 
supervisor, [SOS Employee 4], before she purchased it. She said that she was frustrated with [SOS 
Employee 4]’s response and that she did not believe [SOS Employee 4] submitted a request for the 
stamp because he mentioned that it was too expensive, which she thought was “ridiculous.” Buss 
added that she did not feel that [SOS Employee 4] was advising her not to purchase it. 

Buss also mentioned that she had Repetitive Strain Injury in her wrist, and that she believed that 
SOS’s use of the stickers was a waste. Buss said she assumed that since the address was already 
being applied to the envelopes with the stickers, using the stamp would not be a problem. A copy 
of the stamp Buss ordered is shown below. 

Buss said that she did not know how management discovered that she had and was using the stamp, 
but that she turned in the stamp, the receipt, and a sheet of the stickers to an Assistant Director of 
IT (name unknown). Buss stated that she obtained a copy of the state of Illinois seal from 
Wikipedia to use for the stamp. Buss said that that she was unaware that there was a law governing 
the use of the state seal, specifically 5 ILCS 460/5 (State Designations Act). 

B. Thomas Lampe

Lampe stated that, per advice of his union representative, he wanted to let the OEIG know that he 
has [Redacted]. However, Lampe said that it would not impair his ability to answer questions. 
Lampe stated the following in summary but not verbatim. 

Lampe has been working as an Operations Associate in the Administrative Hearing Department 
for nine months and had previously worked in Vehicle Services for two years.1 Lampe stated that 
he processes the informal hearing files and primarily handles a significant amount of paperwork 
throughout the day. 

a. Teams Messages

Lampe stated that both he and Willow work in the Administrative Hearings Department. Lampe 
stated that “socializing drains” him and he lacks the energy to socialize outside of work, so he does 

   1 Thomas Lampe started working at the Illinois Secretary of State on January 3, 2022. 
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[SOS Employee 11] had previously worked in the department. 
 
Piland stated that the group chose to use Teams instead of their cell phones to minimize cell phone 
usage during work. Piland that she usually avoids using her cell phone to communicate with co- 
workers during work hours, except for occasional Instagram and Facebook interactions with 
Willow and [SOS Employee 6]. Piland stated that although some conversations in the group were 
work- related, members also discuss personal matters. Piland stated that everyone in the Teams 
group is part of the [Redacted] community. Piland mentioned that, to her knowledge, the Teams 
group was created by an SOS employee and was not officially sanctioned by SOS or a Supervisor. 

 
Piland said that the Teams chats eventually became overwhelming. Piland saw the merits of 
discussing both work and non-work-related topics, but it became apparent to her that she needed 
to stop. Piland stated that the Teams chats became overwhelming when the frequency of messages 
increased beyond her expectations. Piland said that her last message in the group was the Friday 
before the interview (August 2, 2024). Piland said that after Monday, August 5, 2024, she removed 
herself from the group and deleted it from her Teams application. Piland said she did that after she 
received the OEIG’s interview notice, because she figured it was related. 

 
E. Marzipan Eyrie 

 
Marzipan Eyrie stated that she has been an Operations Associate at the Illinois Secretary of State 
(SOS) since October 2023, and began working at the SOS in July 2022 in other positions. Eyrie 
described her job duties as preforming audits and coding vehicle titles. Eyrie said that she also 
rotates job duties with her colleagues and frequently handles outgoing mail. Eyrie said that she 
loves her job but has submitted her two-week notice to start her own art business, and that her last 
day is August 16, 2024. 

 
a.  Teams Messages 

 
Eyrie said that she does not use Microsoft Teams for work and had uninstalled it from her computer 
since February 2024. Eyrie also said that an SOS newsletter4 had issued a statement advising SOS 
employees not to use Teams for personal conversations. Eyrie admitted to using Teams for 
personal conversations before she uninstalled it in February 2024, and mentioned that she had 
heard from Willow, Buss, and Collins that misuse of Teams was the reason she was called in for 
an interview with OEIG. 

 
Eyrie said that the Teams group was created for the [Redacted] community to vent about life and 
the job, manage job related stress, and discuss things that were causing them stress. Eyrie also said 
that the group was created as a source of support, since some members had supervisors who were 
not well-versed in policies. Eyrie said that they used the group to help each other navigate and 
understand these issues. 
 
4 On February 29, 2024, [SOS Employee 12], [Redacted], emailed the February 2024 ILSOS Monthly Newsletter, 
which included an “Ethics Tip: Please Don’t Misuse State Resources” section that read, “As employees of the Illinois 
Secretary of State, we have access to sensitive information and significant technological resources. Unfortunately, 
we’ve seen more reports of the misuse of ILSOS technology like accessing Microsoft Teams for personal use and 
using ILSOS databases to obtain confidential information. Such conduct violates ILSOS Policies and could lead to 
discipline. For example, Article 4 of the ILSOS Code of Ethical Conduct states all ILSOS “employees … shall…treat 
government property with due care, utilizing state resources in the public interest and only for officially approved work 
activities…” Also see SOS Policy 7.2 concerning “Use of State-Owned Computer Equipment.” If you have questions 
regarding these policies, contact [Redacted] [SOS Employee 12]: [redacted]@ilsos.gov.”
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Willow could not recall precisely what she meant by the “[SOS Employee 8] per usual comment” 
from the message shown above. Willow said that [SOS Employee 8] was “just a loud person” and 
stated that she has no conflicts with her. Willow said that they had a period of back-and-forth 
discussion while trying to figure out a schedule together, but they were not angry with each other. 

 
Willow said she is no longer active in the [Redacted] Teams group chat, because she removed herself 
from the group before July 16, 2024, after learning she would be getting the Office Operations 
Supervisor position. Willow said that she does not know if the group is still active. Willow said 
that the [Redacted] group was initially created for members to vent and alleviate work-related 
tension and to stay in touch with coworkers from other departments across the state. 

 
IV. ANALYSIS AND CONCLUSIONS 

 
A. Use of Illinois Secretary of State Resources 

 

State employees are prohibited from using State resources for nonwork-related reasons. The 
Illinois Secretary of State’s (SOS) User Acceptable Use policy 7.8.1 states more specifically that 
SOS computers and user accounts are to be used only for SOS business and not for personal 
activities. Under the SOS Code of Conduct policy 1.1.4(d), SOS employees are to use government 
property for officially approved work activities. The SOS further includes as one of the prohibited 
uses, under policy 7.8.3, using agency-owned IT resource for activities that are inappropriate or 
offensive to fellow employees. 

 
Teams was used here by the previously identified SOS employees to create a “support” group for 
the [Redacted] community to “to vent about life and the job, manage job related stress, and discuss 
things that were causing them stress,” as Marzipan Eyrie explained. The Teams chat group then 
became “the digital version of the water cooler in the office, where it is always available, and 
everyone is constantly on it,” as Skylar Collins described it. According to additional statements 
during the interviews, the group used Teams to avoid using cell phones to communicate with one 
another because of the SOS cell phone policy, Use of State Phones/Devices and Personal Phones 
policy 6.10.2. The SOS cell phone policy allows reasonable but limited personal use during 
working hours. 

 
Elise Willow was the only one in the group that knew who started the group, and said she took 
over managing it. Willow said the group opted to use Teams instead of cell phones because they 
are not permitted to use their cell phones at work. Although Willow left the [Redacted] group when 
she was promoted, she said she started a separate group where they discuss lunch plans but that 
she no longer participates in personal conversations. 

 
 All of the Teams group members that were interviewed by the OEIG, admitted to using the 

Teams chat feature to engage in personal conversations. 
 

 For the time period reviewed, Thomas Lampe engaged in only one personal 
conversation with Elise Willow but did not participate in the group discussions 
reviewed, although he acknowledged that he was an active participant in the 
subsequent groups Teams chats until August 2024. 

 
 Marzipan Eyrie had stopped using the Teams chat in February 2024. 
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 Thomas Lampe and Serenity Hubal were contrite, and both acknowledged that 
using Teams for any personal communication was inappropriate, a “lapse of 
judgment,” and apologized. 

 
B. Confidential Information 

 

By the nature of their position or job, an SOS employee may have access to information that is 
personal, confidential, sensitive and non-public, which may include, but not be limited to, 
documents, files, personnel or internal department records. Under the SOS’s Confidential 
Information policy 1.7.1., SOS information may only be accessed, used, removed or disclosed by 
an employee for official State business, and an employee that uses, removes or discloses 
confidential and/or sensitive information for nonofficial state business, shall be disciplined, up to 
and including discharge. 

 
The SOS, through its User Responsibilities policy 7.8.1, restricts an employee’s access to SOS 
systems and data based on that employee’s job requirements limiting them to only the minimum 
amount of access required to perform their assigned duties, and under the Acceptable Use policy 
7.8.2, users shall only access sensitive information necessary to perform their job functions. 

 
Under the Use of State-Owned Computer Equipment policy 7.2.1, the SOS also prohibits the use 
state owned computer equipment, which is not in accordance with the employee’s job, for 
unauthorized purposes that includes uses not in accordance with the employee’s job, and 
unauthorized access to confidential data. 

 
As a Computer Production Specialist I, Lumina Buss had access to the database that provides 
employee salary information because, as she said, she handles various tasks related to pay raises. 
Buss said that salaries are public information and can be viewed online. She said that since she 
had already run the program and is being paid the same as an Operation Associate, she offered to 
share the new salary information to the Teams group members. 

 
Lumina Buss admitted that because she had already accessed the information as part of her job, 
that she then provided the information to her Teams group members because it is public 
information. The salaries of Illinois state public employees are available online for public viewing 
on the Illinois Comptroller’s salary database website. However, salary information contained in 
the SOS database is non-public information and subject to the restrictions discussed above. 

 
 By using her SOS computer and access to the SOS systems and data, Lumina Buss 

exceeded the scope of her job responsibilities as a Computer Production Specialist I in 
violation of SOS policies and breached the confidentiality of personnel or internal 
department records to disclose nonpublic salary information to the Teams Group. 

 
C. The Illinois Secretary of State Stamp 

 

The reproduction of the Great Seal of the State of Illinois (State Seal) is generally permitted if it 
meets the specifications under the State Designations Act, 5 ILCS 460/1, et seq. But that is 
inapposite here. One of the Standards in the SOS Code of Conduct policy 1.1.5 states that it is 
insubordination to disobey any order or directive. 

 
In this case, Lumina Buss asked her supervisor, [SOS Employee 4], to get her a stamp to use in lieu 
of using return label peel off stickers because she said she had repetitive strain injury. [SOS 
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Employee 4] stated that after considering Buss’s request, he told her he was not going to request a 
stamp and using the stickers was fine. 

 
Buss’s stated reasons for ordering the stamp despite [SOS Employee 4]’s response were that she 
was frustrated with his response, did not believe he submitted a request for the stamp, and did not 
feel that [SOS Employee 4] was advising her not to purchase it. Buss obtained a copy of the State 
Seal from Wikipedia, designed the stamp with the State Seal and to the right of the seal in varying 
fonts wrote, “Illinois Secretary of State, Alexi Giannoulias, Department of Information 
Technology, Production Assurance, 2701 S. Dirksen Pkwy, Springfield, IL 62723,” and ordered 2 
stamps from Amazon herself. 

 
 Buss used the stamp on correspondence sent from her department for approximately one 

month before it was discovered and she was told to turn it in, which she did. [SOS 
Employee 4] stated that Buss did not mention her carpal tunnel (repetitive hand strain 
injuries) again and that she has never filed a reasonable accommodation request. By failing 
to heed [SOS Employee 4]’s directive to use the stickers, Buss ignored his determination 
and proceeded on her own to affix an unauthorized stamp on official correspondence. 

 
V. SOS POLICY VIOLATIONS 

 
The OEIG has the authority to interpret and administer the policies of the Illinois Secretary of 
State. Following its investigation, the OEIG concludes that reasonable cause exists to believe that 
the actions by Lumina S. Buss, Skyler E. Collins, Serenity J. Hubal, Carly D. Piland, Elise D. 
Willow, Marzipan Eyrie (resigned) (collectively, the group), constitute violations of the 
following provisions in the Illinois Secretary of State’s Policy Manual, specified below. Former 
SOS employees [SOS Employee 1] and [SOS Employee 2] also appeared as regular participants 
in the Teams group chats, however, the OEIG was unable to interview them. 

 
The OEIG notes that Thomas M. Lampe engaged in a private conversation with Elise Willow but 
did not participate in the group discussions reviewed, although but he did acknowledge that he was 
an active participant in the subsequent groups Teams chats until August 2024. 

 
SOS Code of Ethical Conduct 

 

A. The Group Violations 
 

 Article 2: Efficiency 
1..1.1: By engaging in conversations about other SOS employees in a disparaging manner, 
the group, except Thomas M. Lampe, failed to treat other employees … fairly, impartially, 
and with equal dignity. 

 
 1.1.2(b): Employees of the Illinois Secretary of State are to “perform their duties during 

scheduled working hours, providing the Office with a full day of work,” which the group 
failed to do by sending personal messages on Teams chat, throughout the seven dates 
reviewed. 

 
 Article 3: Professionalism 

1.1.3(e): By discussing matters of a personal nature and or other SOS employees, the group 
failed to conduct “themselves in a professional manner with other employees.” 
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 Article 4: Lawfulness 
1.1.4(a): In using the SOS’s Teams platform and their SOS computers, the group failed to 
“obey all laws, ordinances, rules, and regulations” prohibiting the personal use of state 
resources, in violation of the SOS Lawfulness policy. 

 
 1.1.4(d): In using the SOS’s Teams platform and their SOS computers, the group failed 

to “treat government property with due care, utilizing state resources in the public interest 
and only for officially approved work activities, in violation of the SOS Lawfulness policy. 

 
 Article 5: Standards 

1.1.5(p): The group misused or used state property, specifically their computers and the 
Teams platform, for a reason other than official state duties, by engaging in personal 
conversations, in violation of the SOS Standards policy. 

 
B. Elise Willow and Lumina Buss Additional Violation 

 

Article 5: Standards 
1.1.5(aa): By sending each other Teams messages with sexual innuendoes and suggestive 
comments, Willow and Buss engaged in “Inappropriate conduct … through verbal … 
actions, no matter of the extent or frequency,” in violation of the SOS Standards policy. 

 
C. Elise Willow and Serenity Hubal Additional Violation 

 

Article 5: Standards 
1.1.5(aa): By sending each other Teams messages with sexual innuendo, Willow and Hubal 
engaged in “Inappropriate conduct … through verbal … actions, no matter of the extent or 
frequency,” in violation of the SOS Standards policy. 

 
D. Lumina Buss Additional Violations 

 

 Article 3: Professionalism 
1.1.3(a): When Buss provided group members their salary information from the SOS 
payroll information she accessed the in the course of her job function, she failed to 
“preserve confidentiality in the performance of her duties” in violation of the SOS 
Professionalism policy. 

 
 Article 5: Standards 

1.1.5(c): By copying the State seal, designing an SOS stamp, purchasing and using the 
stamp, despite her supervisor telling her to use the peel stickers, Buss was insubordinate 
when she disobeyed a directive and showed disrespect to her supervisor in violation of the 
SOS Standards policy. 

 
 Article 5: Standards 

1.1.5(p): Buss’s acts of providing group members their salary information from the SOS 
database, and designing an SOS stamp, constitute her “misusing, abusing, … unauthorized 
access to, or use of state property for any reason other than official state duties including 
but not limited to office supplies, documents, equipment, …,” in violation of the SOS 
Standards policy. 
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VI. RECOMMENDATIONS 
 
As a result of its investigation, the OEIG determined that reasonable cause exists to believe that 
Lumina S. Buss, Skyler E. Collins, Serenity J. Hubal, Thomas M. Lampe, Carly D. Piland, Elise 
D. Willow, Marzipan Eyrie (resigned) have violated the Secretary of State’s Personnel provisions 
found in the Policy Manual, as detailed above. 

 
The OEIG recommends that the Secretary of State take appropriate progressive disciplinary action, 
with respect to Lumina S. Buss, Skyler E. Collins, Serenity J. Hubal, Thomas M. Lampe, 
Carly D. Piland, and Elise D. Willow, and a copy of the Summary Report be placed in their 
respective personnel files. 

 
As to Marzipan Eyrie, the OEIG recommends that a copy of the Summary Report be placed in 
her personnel file. 

 
The OEIG did not issue any findings on former SOS employees [SOS Employee 1] and [SOS 
Employee 2], because the OEIG was unable to interview them as they had resigned on [Redacted], 
and [Redacted], respectively. However, the OEIG recommends that a copy of the Summary Report 
be placed in their personnel files with notice to the OEIG should they return to SOS employment. 

 
No further investigative action is warranted, and this case is now closed. 

 
 
Date: October 8, 2024 

 
Office of the Executive Inspector for the 
Illinois Secretary of State 
69 West Washington Street, Suite 1220 
Chicago, IL 60602 

 
Ana Collazo 
Executive Inspector General 

 
Joy Willis 
Executive Investigator II 
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Addendum 2 
Redacted in its entirety 

 


















